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RADIUS Change of Authorization (CoA)
The Cloudpath onboard RADIUS server can send CoA disconnect messages using two triggers. The first is a manual disconnect of an active
connection. The second is when a certificate is revoked for a user. The Cloudpath onboard RADIUS server sends the CoA disconnect to the AP, which
evaluates the authentication status of the connection.

If COA is active, the system will attempt to send COA requests. This option is only available if RADIUS is enabled and Connection Tracking is enabled
on the Cloudpath system.

CoA traffic is sent over UDP port 3799.

CoA Configuration

Supported CoA Configurations
• Cloudpath communicates directly to the AP over port 3799

• Cloudpath through the cloud and a firewall with NATing to APs (with port forwarding)

• Cloudpath through the cloud with NATing to APs on a subnet (with port forwarding)

CoA Configuration for Ruckus Switches
When configuring the switch, Cloudpath is a RADIUS client to the switch, and the Cloudpath onboard RADIUS server is a RADIUS server to the
switch, so both must be configured.

1. Enable CoA

aaa authorization coa enable

2. Configure Cloudpath as RADIUS Client

radius-client coa host 192.168.xx.xx key pass

Where host is the IP address of the Cloudpath system and pass is the CoA shared secret.

3. Configure Cloudpath Onboard RADIUS Server as RADIUS Server

Cloudpath RADIUS server listens on port 1812 for RADIUS authentication, and port 1813 for RADIUS accounting.

radius-server host 192.168.xx.xx auth-port 1812 acct-port 1813 default key pass dot1x

Where host is the IP address of the Cloudpath system, 1812 and 1813 are the authentication and accounting ports, respectively, and pass
is the shared secret.

If you are configuring an external RADIUS server (as in the command above) you must also configure:

aaa authentication dot1x default radius

This command disables authentication. The client is automatically authenticated by other means, without the device using information
supplied by the client.
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Example Configuration for an ICX 7250 Switch
authentication
auth-default-vlan 1000 dot1x enable
dot1x enable ethe 1/1/2 to 1/1/10 dot1x timeout tx-period 10
dot1x timeout quiet-period 10 dot1x timeout supplicant 10 mac-authentication enable
mac-authentication enable ethe 1/1/2 to 1/1/10
!
aaa authentication dot1x default radius
aaa authentication login default tacacs+ local aaa authorization coa enable
aaa accounting exec default start-stop radius aaa accounting dot1x default start-stop radius enable super-
user-password .....
hostname ICX7250
ip address 192.168.xx.xx 255.255.252.0
ip dns server-address 192.168.xx.xx 75.75.75.75 8.8.8.8 no ip dhcp-client enable
ip default-gateway 192.168.xx.xx
!
logging buffered 1000
radius-client coa host 192.168.xx.xx key 2 $b24tb29uLW8= radius-client coa host 192.168.xx.xx key 
2 $b24tbw== radius-client coa port 1700
radius-server host 192.168.xx.xx auth-port 1812 acct-port 1813 default key 2
$b24tbw== dot1x
radius-server test test
ntp
server 17.16.xx.xx
!
interface ethernet 1/1/2 dot1x port-control auto
!
interface ethernet 1/1/24
port-name UPLINK to Cisco Lab Switch
!
interface ethernet 1/2/1 disable
speed-duplex 1000-full
!
interface ethernet 1/2/2 disable
speed-duplex 1000-full
!
interface ethernet 1/2/3 disable
speed-duplex 1000-full
!
interface ethernet 1/2/4 disable
speed-duplex 1000-full
!
interface ethernet 1/2/5 disable
speed-duplex 1000-full
!
interface ethernet 1/2/6 disable
speed-duplex 1000-full
!
interface ethernet 1/2/7 disable
speed-duplex 1000-full
!
interface ethernet 1/2/8 disable
speed-duplex 1000-full

CoA Configuration for Cloudpath Enrollment System
When configuring Cloudpath, the switch or the controller is a client to the Cloudpath server.

In the client list, the order is configurable. Cloudpath uses first match.

Enable CoA
1. Navigate to Configuration > RADIUS Server, Status tab.

CoA Configuration
CoA Configuration for Cloudpath Enrollment System
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2. Enable CoA for the Cloudpath RADIUS server. (Enabled by default).

FIGURE 1 Cloudpath RADIUS Server Status

CoA Configuration
CoA Configuration for Cloudpath Enrollment System
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3. On the RADIUS Clients tab, click Add.

FIGURE 2 RADIUS Clients Tab

4. Enter the IP Address of the RADIUS client. The RADIUS client might be an AP, or a NAT device if the AP is behind a firewall.

5. Enter the Shared Secret of the RADIUS client. This must match the key value on the switch or the controller.

6. Enable COA must be checked.

CoA Configuration
CoA Configuration for Cloudpath Enrollment System
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7. The COA port is configurable. Its default is 3799, which is used for most COA configurations. In RADSEC configurations, port 2083 is
typically used; some Cisco equipment uses port 1700.

FIGURE 3 Add RADIUS Clients

CoA Attributes
By default, Cloudpath sends the following CoA disconnect attributes to the switch or AP:

• Calling-Station-Id

• NAS-Ip-Address

• Acct-Session-Id

Adding Attributes

If your switch, AP vendor or controller requires additional CoA Disconnect attributes, they can be added here. If you cannot locate the attribute you
need, you can go to Configuration > Radius Server, "Attributes" tab on the Cloudpath UI to locate and enable the desired attribute.

Attribute Needed for SmartZone 5.1

If you are using a SmartZone 5.1 controller, you must do the following:

1. In the Configuration > Radius Server portion of the UI, click the "Clients" tab.

2. Either click Add to add a new client, or click the pencil icon next to an existing client to modify the configuration.

CoA Configuration
CoA Configuration for Cloudpath Enrollment System
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3. In the ensuing screen, scroll to the COA Attributes section.

4. Click + to add a new attribute, then do the following:

a. From the left-most drop down list, select Acct-Session-Id (string)

b. From the drop-down list to the right, select And If It Doesn't Exist.

c. In the box to the right, enter the exact following characters: ${ACCT_SESSION_ID}

d. Click Save.

The following illustration depicts the attribute settings described above, but note that the box on the right does not display all the characters of the
entry ${ACCT_SESSION_ID} simultaneously .

FIGURE 4 CoA Attribute to Send to SmartZone 5.1

Port Forwarding
If the ES is communicating with the AP through the cloud or using 1:1 NAT behind a firewall, you can configure port forwarding for the AP.

1. Enable Port Forwarding must be checked.

2. Enter the IP address defined locally on the NAS, the Port to use for CoA and the Shared Secret for CoA.

• If a CoA shared secret is left blank, the Shared Secret of the RADIUS client is used.

• If no port forward entry is found for a specified NAS IP address, the default port is used.

3. Save the configuration.

Configuration changes for the RADIUS require a new snapshot.

CoA Configuration
CoA Configuration for Cloudpath Enrollment System
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